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Making your employees
human firewalls with
enhanced cyber awareness

The most vulnerable part of your business is human
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Of all digital attacks start Of successful breaches
with phishing attempts come from these tactics @
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How positive behavioural

change works

Training should be realistic, easy to deploy and even easier to discern

Continuous, varied
phishing training

Focus on reporting
of threats, with
direct feedback loop

No-nonsense
high-quality defaults
& automation, with
zero configuration

Easily Integrated with
other Eye products
to ease workflows

Best-of-breed partner
to broaden training

Additional e-learning
options to supplement
training

Built into the same Eye portal
experience, ensure your teams
are alert and protected

® Sophisticated simulations,
emulating real-world threats

® Educate organically, with added
e-learning if desired

® Gain more control over your
security operations

® Benefit from expert assessment
of phishing results

e Streamlined, no configuration
process, through the Eye Portal
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How do we differ?

Traditional awareness training eye

Assuming employees take interest < Bite-sized learnings

No curriculum </ Holistic curriculum to change behaviour
Long-winded videos </ Based on neuroscientific principles
Participation-based certification </ Certification based on performances
Lengthy theoretical text < Workflow exercises

Awareness = cybersecurity training @ Part of holistic cybersecurity training

- cyber risk remains

Bite-sized learnings that
change minds and behaviour

Trainings

An extra training curriculum in

collaboration with educational

experts, ethical hackers and

cyber wizards o

@ R Bronze Phish Level
@ Completed 2 of 8 sessions

Your current level

</ Gentle reminders ensure

Contl nuous prog ress The Bronze Phish Level has been created to guide you through the basics of cybers:
help you give an understanding on the potential dangers of the online world.

v/ Compliments and rewards
guarantee employee In this level
engagement

8 min session

o Introduction to cybersecurity

/ Competitive elements provide
extra motivation What about your cybersecurity?

6 min session

A day in the life of a hacker
6 min session



Alongside Awareness, take

these other steps to better

manage your cyber risk

Cyber risk is seen as one of the biggest threats to
businesses. To minimise the chance of a cyber attack,
it's important to make your company more resilient.
Here are six steps to get you started:

fi . ..
Multi-Factor Authentication (MFA)

= Multi factor authentication is a must for anyone

— 1 1 accessing your network on any device.
Regular Updates and Patching
Critical security patches protect your business
from attacks by correcting known vulnerabilities
within your software.
Secured Backups and Recovery
Backup solutions are critical for your company.
In the event of an attack, your business will be

able to use its system backup as opposed to
paying out for a costly ransom.

Tested Incident Response Plan

More information?

Eye Security offers an
affordable total package
to make your cyber risk
immediately manageable.
If would like to explore
how cyber resilient you are
today, please scan here:
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While the goal is to never experience cyberattacks,
it's important to prepare for an incident so you can
reduce impact.

Employee Awareness Training

Regular employee awareness training can help
educate team members to recognise scams such
as email phishing, and act appropriately.

System & Cloud Security
Configuration Hardening
Your workstations, servers and cloud need

to have specific security & configuration best
practices enabled.

Eye Security is a subscription-based cybersecurity company that delivers feasible cybersecurity
and insurance for European businesses. With a growing team of security and insurance experts,
Eye Security offers a high-quality, affordable all-in-one security service by combining Managed
Extended Detection and Reponse (MDR) and cyber insurance. Founded in 2020, Eye Security

operates in Europe with offices across the Netherlands, Belgium, Germany and through its partners.

Visit  eye security



